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Binary Executables

@ Non-text files

e contain non-human-readable characters
@ Executed by computers
@ Formats

o Linux - ELF (Executable Linking Format)
o Windows - PE (Portable Executable)

)
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Generating Binary Files

Source Code

int main()

{

return 0;

! compile

Assembly Code

main:

push ebp
mov ebp, esp
mov eax, 0
0 eb;
et T assemble

Machine Code

0000000: 55 89 5 b8 % |
0000004: 00 00 00 00 execute!
0000008: 5d c3
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Restoring Source Files

Machine Code

0000000: 55 89 e5 b8
0000004: 00 00 00 00 .
0000008: 5d c3 disassemble

Assembly Code

main:

push ebp

mov ebp, esp

mov eax, 0

Pop  ebp decompile

Source Code

int main()

{ read?

return O;
}

/15



Disassembly

Retrieve the assembly code from the machine code
Static analysis

Linear sweep - objdump

Recursive traversal - IDA
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Disassembly - Limitations

@ Instructions

o have variable lengths
e can overlap
e can be unaligned

05 31 cO eb 01] add eax, Oxiebc031

(.. 90 05 31 cO eb 01 90 04 83 .. |

31 c0| xoreax, eax
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Linear Sweep

Starts from the beginning of each section
Decode one instruction after another
+ parses the entire program

- cannot detect unaligned instructions
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Recursive Traversal

Starts from the program’s main entry point

Performs linear sweep until a branch/jump instruction is met
Follows the control instructions in a recursive manner
Similar to control flow analysis

+ parses only code that is explicitely hit

- cannot handle indirect branches, PIC
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What next?

@ Disassembly is not 100% precise
@ Static analysis cannot detect all execution paths

@ For everything else -
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What next?

@ Disassembly is not 100% precise
@ Static analysis cannot detect all execution paths

@ For everything else - there's GDB
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Runtime analysis

[tmp] # gdb -q ./service_xyz
Reading symbols from ./service_xyz...(no debugging symbols found)...dore.
(gdb) b *main
Breakpoint 1 at 0xB048ee9
(gdb) run
Starting program: /tmp/tmp/service_xyz
warning: the debug information found in "/usr/1ib&4/debug/1ib64/1d-2.17.50.

warning: Could not load shared library symbols for linux-gate.so.l
Do you need "set solib-search-path' or "set sysroot"?

Breakpoint 1, 0Ox08048eed in main ()

{gdb) info reg
Oxl 1
oxffffcesa -12668
0x8048ee9 134516457
Oxf7fo4e54 -134556428
Oxffffcdec Oxffffcdec
0x0 0x0
Ox0 Q
0x0 [o]
0x8048ee9 0xB048ee9 <main=>
0x2456 [ PF ZF IF ]
Ox23 35
0x2b 43
Ox2h 43
Ox2h 43
0x0 [o]
OxE3 99




Runtime analysis++

--» OxlasdSc

--> ("/tmp/smash/levelOl")
: («main>: push ebp)

Hlor{o]
: Ox0
: Ox0
: - (<__libc_start_main+245>: CWORD PTR [espl,eax)
(<main=>: ebp)

; 0x246 | )

0x804858a <pass+93>: DWORD PTR ds:0xB043160, 0x0
0x8048594 <pass+103>: leave

0xB8048595 <pass+104=:

0xB048556 <main=: push  ebp

0x8048557 <main+l>: mov ebp,esp

0xB048599 <main+3=: sub esp,0x18

0x804853c <main+&>: and esp, Oxfffffffo

0x804859f <main+9>: mov eax, 0x0

0000 | (<__libc_start_main+245=: mov CWORD PTR [espl,eax)
0004 |
0008 | = ("/tmp/smash/levelol")
0012| - ( "MANPATH=/etc/java-config-2/current-system-
1/share/man: fusr/share/man: fusr/share/gcc-data/x86_64-pc-linux-gnu/4.7.3/man: /usr/share/bin
4-pc-linux-gnu/2.23.2/man: fetc/java"...)

- --> Ox20ef8

--= Oxlc

--> Ox0

> > --> Ox464c457f

. . , value

Breakpoint 1, 0x08048596 in main ()




Keywords

@ executable @ decompile
e PE o disassembly
e ELF o IDA

@ compile @ objdump

@ assemble e gdb
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Resources

@ https://www.hex-rays.com/products/ida/
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https://www.hex-rays.com/products/ida/

