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Motivation

How fast do you think you can solve this challenge?

Can you solve it at all?

How about throwing some CPU power at it?

Objective: creating input to reach deep inside CFGs
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Intro

In practice, vulnerability triggering requires chains of input

Targetting long code paths and corner cases

Manually crafting input becomes tedious

What can be automated and what cannot?
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Main idea

image source: www.cs.umd.edu
8 / 10



Main idea

Execution is split into multiple code runs (for each code branching)

This may lead to path explosion

It’s better if you know exactly where you want the execution to go

Behind the scenes, it uses Constraint Solvers (SAT-SMT solvers)
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References

DEF CON 23 - Shoshitaishvili and Wang - Angry Hacking: The
next gen of binary analysis
https://www.youtube.com/watch?v=oznsT-ptAbk

https://github.com/angr/angr-doc/tree/master/examples

10 / 10

https://www.youtube.com/watch?v=oznsT-ptAbk
https://github.com/angr/angr-doc/tree/master/examples

