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Binary Executables

Non-text files

contain non-human-readable characters

Executed by computers

Formats

Linux - ELF (Executable Linking Format)
Windows - PE (Portable Executable)
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Generating Binary Files

Source Code

int main()

{
return 0;

} compile

Assembly Code

main:

push ebp

mov ebp, esp

mov eax, 0

pop ebp

ret assemble

Machine Code

0000000: 55 89 e5 b8

0000004: 00 00 00 00

0000008: 5d c3

execute!
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Restoring Source Files

Machine Code

0000000: 55 89 e5 b8

0000004: 00 00 00 00

0000008: 5d c3 disassemble

Assembly Code

main:

push ebp

mov ebp, esp

mov eax, 0

pop ebp

ret decompile

Source Code

int main()

{
return 0;

}

read?
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Disassembly

Retrieve the assembly code from the machine code

Static analysis

Linear sweep - objdump

Recursive traversal - IDA
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Disassembly - Limitations

Instructions

have variable lengths
can overlap
can be unaligned

Example
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Linear Sweep

Starts from the beginning of each section

Decode one instruction after another

+ parses the entire program

- cannot detect unaligned instructions
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Recursive Traversal

Starts from the program’s main entry point

Performs linear sweep until a branch/jump instruction is
encountered

Follows the control instructions in a recursive manner

Similar to control flow analysis

+ parses only code that is explicitly hit

- cannot handle indirect branches, PIC
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What next?

Disassembly is not 100% precise

Static analysis cannot detect all execution paths

For everything else -

there’s GDB
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GDB
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GDB++
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Runtime analysis
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Runtime analysis++
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Resources

https://www.hex-rays.com/products/ida/

http://resources.infosecinstitute.com/

linear-sweep-vs-recursive-disassembling-algorithm/
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