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ELF Basics - History

® Created by SUN Microsystems and
introduced to UNIX in the late 1990s
® ELF is published in the ABI specification
and becomes the standard for *NIX and
BSD
® Common specification
® ELF-32
® ELF-64
® ELF-ARM
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Linking View

ELF Basics — Binary building blocks

Execution View

ELF Header

ELF Header

Program header

Program header

table
(optional)] table
Section 1
Segment 1
Section 2
Segment n
Section n

Section header table

Section header table
(optional)

ELF header

Program header table

text

.rodata

.data

Section header table
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Linking — Static Linking

Executable

ELF Header
Alliceo Sections Table

ELF Header Segments Table ELF Header

Sections Table Sections Table
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Linking — Dynamic Linking

Process A Physical Memory Process B

cutable (.text)

Library-A (.text)

Library-A (.dat
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ELF Structure — Tools of the trade

® objdump —used for section aware dumping
and interpreting code

® readelf —tool for humanly reading and
interpreting ELF files

@® |dd - list the shared object dependencies
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ELF Structure — ELF Header

readelf -h program

ELF Header:
Magic: 7f 45 4c 46 81 @1 81 88 86 92 B0 9P B8 62 88 G0
Class: ELF32
Data: 2°s complement, little endian
Version: 1 (current)
0S/ABIL: UNIX - System V
ABI Version: e
Type: EXEC (Executable file)
Machine: Intel 88386
Version: gx1
Entry point address: Bx8848338
Start of program headers: 52 (bytes into file)
Start of section headers: 4392 (bytes into file)
Flags: axe
Size of this header: 52 (bytes)
Size of program headers: 32 (bytes)
Mumber of program headers: g
Size of section headers: 48 (bytes)
Number of section headers: 38

Section header string table index: 27
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ELF Structure — Program Headers

readelf -1

program

E1f file type is EXEC (Executable file)

Entry point

2x8@48330

There are 8 program headers, starting at offset 52

Program Hea
Type
PHDR
INTERP
[Requ
LOAD
LOAD
DYNAMIC
NOTE
GNU_STACK
GNU_RELRO

ders:
Offset
exeeee34
ex8ea134

esting program
execeeoe
exesafec
exesafas
exeealls

VirtAddr

PhysAddr

Filesiz

6x08048634 0x08048634 6x80106
6x08648134 6x68648134 6x66613

interpreter: /1ib/1ld-linux.so.

@xesedseoe
@xesed4ofec
exespactae
@xe8048148

6xasedseoe
@xese49fec
exesp4ofae
©x08048148

1=
exeeafec

a
@xesedafec

Section to Segment mapping:

Segment S
aa
el
az
a3
a4
as
a8
a7

.ctors .dtors

ections...

Jdnterp
.interp .note.ABI-tag .note.gnu.build-id .hash .gnu.hash
.ctors .dtors .jcr .dynamic .got .got.plt .data .bss
.dynamic
.note.ABI-tag .note.gnu.build-id

e
exasedafec

.jcr .dynamic .got

81808424
BxB66168
B©x800de
©xeee44
6x60060
exeeefta

MemSiz
axeoloe
axe6813
2]
axeoded
axeslle
exeseda
exe0e44
axeoooe
axesafa

Flg
R E

Align
exd
ax1

exlieee
ax16886
ax4
ax4
exd
ax1

.dynsym .dynstr .gnu.version
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ELF Structure — Section Table

readelf -S program
There are 3@ section headers, starting at offset &x1128:

Section Headers:

[nr]
[ e]
[ 1]
[ 2]
[ 3]
[ 4]
[ 5]
[ 6]
[ 7]
[ 8]
[ 9]
[1e]
[11]
[12]
[13]
[14]
[15]
[16]
[17]
[18]

Name

.interp
.note.ABI-tag
.note.gnu.build-i
.hash
.gnu.hash
.dynsym
.dynstr
.gnu.version
.gnu.version_r
.rel.dyn
.rel.plt

.init

.plt

Ctext

Fini

.rodata
.eh_frame
.ctors

Type
HULL
PROGBITS
NOTE
NOTE
HASH
GMU_HASH
DYHSYM
STRTAB
VERSYM
VERMNEED
REL

REL
PROGBITS
PROGBITS
PROGBITS
PROGBITS
PROGBITS
PROGBITS
PROGBITS

Addr

8a8aee6e
88848134
65848148
B8848168
B884818c
288481b4
888481d4
68848224
865848276
B884827c
B884829¢
B8e482a4
888482bc
B88482ec
83848336
B8ed484ac
B88484c8
B88484e8
gaedofec

off

ge666e
gee134
ge8148
Beel168
Beel18c
28e1b4
8801d4
868224
gea27e
Beea27c
Bee829c
Bee2ad
B8@e2bc
eBe2ec
ge833e
Geedac
Beedcs
Beeded
paefec

Size

Beee6e
Beeels3
Baee2e6
Bea824
Be8828
Qeee20
Beeese
Baeedc
Baeeda
Bea82e
Be0808
B8ee81s8
Beee3e
Baee46
Baelvc
Beaalc
Beea1s
26804
286668

ES Flg Lk Inf Al

ae a e @
ee A 8 1
ee A 8 g 4
ee A 8 g 4
84 A B g 4
g4 A B e 4
e A 7 1 4
ee A 8 g 1
ez A B a 2
ee A 7 1 4
eg A B g 4
ee A 6 13 4
e AxX @ g 4
a4 AX B8 g 4
e AX 8 a8 16
e AX 8 g 4
ee A 8 g 4
ee A 8 g 4
ee WA @ g 4
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ELF Structure — Symbol Table

readelf

Symbol table

Mum:

Symbol table

Mum:

-5 libtesting.so.1

Value
c@eeaeog
eaeelz39
eageelfs
aaeeazoc
e@eel32:s
eeeel133s8
e@eel3zc
eeeel133s8

Value
aaeeaece
eageeebs
ageeaees
o@eealos
a@eealas
esgealde
aegealds
eageelfs
egeel274
e@eelzl4
egeelz1s
e@eel32:s
eeeel133s8
c@eeaeog
aaeeaece

" .dynsym”

Size
a

1

ie
1ee
ie

a

a

a

" .symtab”

Ssize

OO0 OOODOROROOO

contains 8 entries:

Type
MOTYPE
OBJECT
FUMC
FUMC
OBJECT
MOTYPE
MOTYPE
MOTYPE

Bind
LOCAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL

Vis

DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

contains 27 entries:

Type
MOTYPE
SECTION
SECTIONM
SECTION
SECTIONM
SECTION
SECTIONM
SECTION
SECTIONM
SECTION
SECTIONM
SECTION
SECTIONM
SECTION
FILE

Bind

LoCAL
LOCAL
LoCAL
LOCAL
LoCAL
LOCAL
LoCAL
LOCAL
LoCAL
LOCAL
LoCAL
LOCAL
LoCAL
LOCAL
LoCAL

Vis

DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

Mdx
UND
12
7

7
11

ABS _ bss_start

ABS
ABS

Ndx

iz

ABS libtesting.c

MName

cPub
FfPub
foo
a

_end
_edata

Name
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Relocations

® Provides a map to the static linker when merging multiple files

@® Provides a map to the dynamic linker for fixing references to
shared object subroutines

@ Provide the following information
® Where the modification needs to be done
® The symbol that needs the fixup
® An algorithm for doing the fixup
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Relocations - GOT

® The Global Offset Table is necessary because code in memory is
read-only

® The .GOT section resides in the data segment that is read/write

® The machine code that requires a symbol from a shared object
points to GOT

® The dynamic linker fixes the GOT entry when the symbol is
required at run time
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Relocations - PLT

® The Procedure Linkage Table is required for calling subroutines
from shared objects

® The machine code that requires a subroutine from a shared object
pointsto PLT

® The PLT entry bounces of GOT in order to push the subroutine
name on to the stack, and then call the dynamic loader

® After the first call to the subroutine the entry in GOT will point to the
absolute address of the subroutine
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Relocations

readelf -r libdynamic.o

Relocation section '.rel.text' at offset @x5f8 contains 8 entries:

Offset Info Type Sym.Value Sym. Name

£006001d 00601462 R_386_PC32 £PEEPEEe _ i686.get_pc_thunk.bx
ggeeea23s eeeelsea R_386_GOTPC gooooeee _GLOBAL_OFFSET_TABLE_
ogeeeelo eeecede9 R_386_GOTOFF aeaeeeee .bss

goeeee2f 008088489 R_386_GOTOFF aeaeeeee .bss

8086800835 ©0808de3 R_386_GOT22 aoaeeeed so_int_global

ooeesedl ©e6eede3 R_386_GOT32 coogoaed so_int_global

£06EE652  0E6EEe04 R_386 PLT32 60660660 so_fpublic_global
peeeBesh ©Oeee289 R_386_GOTOFF gooooeee .text

Relocation section '.rel.data.rel.local’ at offset @x638 contains 2 entries:

Offset Info Type Sym.Value Sym. Name
0peeeeee 88666401 R_386_32 aeaeeeee .bss
pe@esead 888808201 R_386_32 slelelelelehele) Ltext

Relocation section '.rel.data.rel’ at offset @x648 contains 2 entries:

Offset Info Type Sym.Value Sym. Name
£00EEeEE ©868edel R_386 32 @0e8eee4  so_int_global
00060004 ©O8EEe0l R_386 22 eeeeeeee so_fpublic_global
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Memory Mapping — Loader flow

1)
2)
3)
4)
5)
6)
7)

Load the main binary

Check and load dependencies
Load the symbol resolution map
Fix data relocations (.GOT)

Fix function relocation (GOT.PLT)
Call library initializers (.init)

Start the program
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Memory Mappings — /proc/PID/maps

§ gece -Wall hw.c -o hw -m32
§ /b &

[1] 4771

Hello world

§ cat /proc/4771/maps

A8048000-08049000 r-xp OOARAEER tmp ./ he
A5043000-0504a000 r--p 0OOEAEEE tmp ./ hw
A8042000-A804bACE rw-p BERE1EEE tmp ./ A
0804b0B0-08 rW-p [heap

f7dedBff-f7decll rw-p OEREAEEA
f7deec00-f7f93000 r-xp 000E0CEO
f7f33000-F7f35000 r--p 00135000
f7f95000-f7f96000 rw-p 00127000
f7f96000-F7f99000 rw-p 0OOEGCEO
f7fd3006-F7fdb@B rw-p OEEEAEEE
f7fdb00O-f7fdc@O0 r-xp 0OOEAEEO
F7fdcOBB-F7ffc@ r-xp OEOEAEEE
f7ffc00-f7ffdeed r--p 0001000
f7ffdOe-f7ffe@ld rw-p OEE2O000
fffddee-ffffe@@d rw-p 00OE0COO

1ib32/14bc-2.17. 50
1ib32/11bc-2.17. 50
1ib32/14bc-2.17. 50

[vdsao]
1ib32/1d-2.17.50
1ib32/1d-2.17.50
1ib32/1d-2.17.50

[stack]
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Memory Layout

ELF start (0x08048000)

BRK start

Current BRK

Stack limit

Current SP

Stack

R —
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Detailed Layout

ELF start (0x08048000)

Next heap allocation

BRK start

Current BRK

Stack limit

Current SP
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ASLR

ELF start (0x08048000)

BRK start

T

Random heap start

Next heap allocation

Random mmap() start

Stack limit

Next stack frame Current SP

Stack

Random stack start
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