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PE Basics - History

- Derived from the COFF format

- Is consistent across hardware architectures

- Has two basic forms

- PE32

- PE32+
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PE Mapping
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PE Headers

- Image DOS Header
- e_lfanew - offset to next header

- Image NT Header
- Signature
- FileHeader - RVA
- OptionalHeader RVA

- Image File Header
- Machine
- TimeDateStamp
- NumberOfSections
- Characteristics
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PE Headers

- Image Optional Header
- Magic
- AddressOfEntryPoint – RVA
- SizeOfImage
- SectionAlignment
- FileAlignment
- ImageBase
- DLLCharacteristics
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IAT (import address table)

4 / 20



IAT (import address table)

4 / 20



EAT (Export address table)
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PEB/TEB
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Windows Shellcode
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SEH Overflow

4/ 20



SEH Overflow
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SEH Overflow

4/ 20


