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PE Basics - History

- Derived from the COFF format
- Is consistent across hardware architectures
- Has two basic forms

- PE32

- PE32+
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PE Mapping

In Memary

_ 1

other sections

PE File

Jralog saction
I

other sections
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PE Headers

- Image DOS Header
- e_lfanew - offset to next header

- Image NT Header
- Signature
- FileHeader - RVA
- OptionalHeader RVA

- Image File Header
- Machine
- TimeDateStamp
- NumberOfSections
- Characteristics
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PE Headers

- Image Optional Header
- Magic
- AddressOfEntryPoint — RVA
- SizeOflmage
- SectionAlignment
- FileAlignment
- ImageBase
- DLLCharacteristics
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IAT (import address table)

HintHame Array Import Address Table
—
» p —
GetMeszage
72
Loadlcon
IMAGE-IMPORT-DESCRIPTOR. » 4
Characteristics (hint name) 19
TranslateMes=age
TimeDateStamp —) 9% —
- ISWindows This table
ForwarderCham overwritten
by PE loader
Imparted DLL Home———F
FirstThunk
Additional

MAGE_INPORT_DESCRIPTORS
for other DLLE, as necessary



IAT (import address table)

First delay-load API ‘Subsequent calls

SomeFunction SomaFunction

[ [ [ [ | [Tyt | | | [ [

target AP code

delayloadHelper function

target API code
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EAT (Export address table)

-..other flelda...

NumberdfFunctions = 4

Export Address Tsble [RVAs)

TR
e
I > v o
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PEB/TEB

Process

User-mode: Process address space

Kernek-mode: System address space

Process block
EPROCESS

Handie table

Thread block

"] ETHREAD
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Windows Shellcode

31 cO 31 db 31 31 d2 bo 04 b3 68 64 21 21
21 68 4f 77 be 89 el bZ 08 cd bO 01 31 db
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SEH Overflow

stack

. Buffer
i o st e
:
H
2 Cookie
i o esin bt
: Saved Base Pointer
A

Saved Return Address
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H
: s Exception_Registration
A
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SEH Overflow
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SEH Overflow

Access violation / exception is triggered

(1) Exception Handler
kicks in

(4) Pointer to next SEH was overwritten

|[ Pointertonext $EH record

II Current SE Handler

|

with jmp to shellcode

| s b0

4' pop.pop,ret

(3) pop,pop,ret. During prologue of exception handler,
address of pointer to next SEH was put on stack ot ESP+8. pop
pop ret puts this address in E1P and ollows execution of the code

ot the address of “pointer to next SEN".

(2) Current SE handler was overwritten and
points to pop,pop,ret
h 4

|
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